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Editors Note

Thank you for ingtalling .Biz.

During the ingtallation, .Biz was installed with default values. It is recommended that you
change these default values to your site-specific values.

By following the below steps, you will finalize the installation of .Biz. If you have any
questions or run into any issues, please do not hesitate to contact us.

.Biz Technical Support
www.EasyAccess.hiz
Sales@EasyA ccess.biz
888-337-7720 / 905-729-3459
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Step 1. Configuring COM+ Server ldentity

The default Identity during install is the ‘Interactive User’, this means the person logged

into the machine currently. If they log off the machine, the COM+ will not run, and hence
.Biz will not function.

To change the COM+ Server Identity in Component Services, go to Control Panel ->
Administrative Tools -> Component Services -> Computers -> My Computer -> COM+
Applications-> EasyAccess Biz COM+ Server.

Then Right Mouse click and select ‘Properties and go to the ‘Identity’ tab to see view
the Identity property sheet.
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Tech Tip: Snapshot from Windows 2003 — some versions of Windows differ dightly
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Tech Tip: Snapshot from XP — some versions of Windows may differ
Select any valid Account other than the ‘ Interactive User’

Tech Tip: Depending on your local security policy, you can select any valid local or
domain account.

Interactive User — this means that the COM+ Server uses the user that is currently
logged into the server. If thisuser logs out, then the COM+ Server will stop
working.

This User — this means that an existing user must be specified and this user
account will be the Identity under which the COM+ Server runs. If this user no
longer exists, or if their password has changed, then this could be the reason that
the COM+ Server is no longer working.




After making the change to the identity, the COM+ Server must be stopped and restarted.

This can be done by right mouse clicking on the EasyAccess.Biz COM + server and
clicking on Shutdown and then doing the same and clicking on Start.
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Tech Tip: You know it is running when the *ball in the box’ is turning. If it does not
report an error after starting the COM+ Server, then the Identity you provided was

correct.




Step 2. Configuring the Machine.Config file

[1S by default does not allow entering XML/HTML/... to be entered into a Web Form.
Users of .Biz often do this as part of aWorklog or Notification.

To change this you need to set validateRequest = “false” in your Machine.Config.

1. Open up aDOSwindowsand go to

C:\ W NDOWNS\ M cr osoft. NET\ Framewor k\ v1. 1. 4322\ Confi g
2. Make abackup copy of the file Machine.config.
3. Notepad the original file Machine.config

4. Searchfor theword ‘Vdidate', and update the line that says validateRequest =
“true’ to validate Request = “false”

Origina file

<pages buffer="true" enableSessionState="true" enableViewState="true"
enableViewStateM ac="true" autoEventWireup="true" validateRequest="true"/>

Updated file

<pages buffer="true" enableSessionState="true" enableViewState="true"
enableViewStateM ac="true" autoEventWireup="true" validateRequest="false"/>

Tech Tip: Make sure you are editing the Tag line and not the example in the file.
5. Save the file machine.config

6. Re-sart IS for this change to take effect.

Tech Tip: Thisisan IS system wide setting.




Step 3. Configuring Attachments

The attachments are not stored in the database, but in a directory on any shared disk

resource. The web application (which runs by default under the Identity the user ASPNET
or can be changed to use impersonation) needs to have read and write access to this shared

disk resource.

How to Satup Attachments

In the EasyAccess Settings there are two paths that need to be setup for the attachments.

1. Attachment UNC Path - Thisis used for uploading attachments.
2. Attachment URL — Thisis used for displaying or downloading attachments.
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The UNC path is either has the syntax
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c:\directorypath

To setup the UNC path you need to run the net share




C \net share <sharename>=drive: path

Hint — It makes it easier to name the attachment ShareName the same as the
attachment Virtual Directory.

The attachment URL is avirtua directory that points to the same directory as the UNC
path. The virtual directory needs to have read and write permissions.

Attachment Problem Deter mination:

1. If attachments cannot be added, then turn on debugging on the .Biz Settings page.
Try adding an attachment on the Web Server to see the error message.

2. Onthe Web Server do adir on the UNC directory to seeif thisdirectory exists or if it
isapermissonsissue

3. Onthe Web Server check the EAError.log file by Exploring to Program Files ->
ComPlus Applications -> EasyAccess.biz ->EAError.log




Step 4. Configuring Email

The .Biz Emall server is the program that processes email notifications and escalations.
It monitors the database for e- mails that need to be sent. It is a program that typically
runs on the server and is continuously monitoring the database.

The Email Settings are:

Delivery Method — This is the way that the .Biz Email Server will deliver the mail.
These are options that are available for SMTP.

1. SMTP-Port25
2. SMTP-Pickup
3. SMTP - Custom Port

SMTP Server — Specify the SMTP server name.
Pickup Directory — Only required if you are using the SMTP-Pickup Delivery Method

From E-mail Address— Thisisthe e-mail address that was be used as the originating e
mail address for al notificatiors and escalations.

Polling Interval — Thisis how often the .Biz Email Server will check the database for
new emails that need to be sent. (Max every 62 seconds.)

Admin E-mail Address — Any errors that are encountered by the .Biz Email Server will
be sent to this Admin E mail Address. If |eft blank, no e-mails are sent. To send all .Biz
Email Server errors to the whiteboard, enter in “Whiteboard” instead of an e-mall
address.

Main Consale...
Industry
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Change my Password. ..
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Dialivery Methad: | - I Specify the transport for the sending of E-Mail
SMTR Server | [F the Delivery Mathod iz Sk TP, specify the SMTP Server. Logout |
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Aidrin E-M 4l Address. | Specify the E-Mail Address that will recerve Emor E-Mails if there are any emors ehcouritersd i S
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EMail Settingz 1D Delivery Method SMTP Server
3 Dutlook, YaurSMTPServerMame
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&, .Biz E-Mail Server - y1.0 October 13th, 2006 O] x|

_Biz E-Mail Server
Last Check THEDZ-QUUT&H.T'I P, Mest Check in 8 seconds.

Dperating System: [NT 2000 =
Dalivery Methad: |SMTP-Part25 |
QMT P Server: ISmtp_csnlve.net

E.!;[i-:.}c.upﬁjmu:tcuy. | aurPickupDirsctary

From E-Mail Address: |ric@easyaccesshelpdesk. com

Palling Interval ||3|:|

Acdmin E-Mail &ddress: |.-'l'-.dministratu;ur.@“fuurliumpaqy.u:u:um

. (Leave blank for no Admin Encr warming E-Mails or specify WhitsBoard)
Frogress:;

Modity E-Mail Settings | Clear Progress Window

Sand Test E-Mail

Exit | Stop Processing

Sending Test E-Mails—Making sureit works

To test the .Biz Email Server, click on the Send Test Email Button. This will open up a
new window.
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. EasyAccessHelpDesk E-Mail Server Test E-Mail + x|

EasyAccess E-Mail Server Test E-Mail

Testing curment settings. .

Tar |.-'1'-.|:|ministratur@“fuurEDmpan}l.u:u:um

Fram: IYu:uur.-'l'-.u:Iu:Iress@YDurEDmpan}l.u:u:un"

Subject: |Test E-tail from Eazpdcoess E-Mail Server

Body: Sample Body for test E-bail from E aspdccess: E-Mail

Server.

Send Cancel

This will pre-populate with the e-mail address of the Administrator. Press on the Send
Button and check to see if this e-mail was received. If it was, then the Email Server is
working.

Configuring the .Biz E-Mail Server as a Scheduled Task:

The .Biz Emall Server isa Server Side program that runs unattended. It has been
specifically designed to require no user interaction.

Most installations configure the .Biz E mail Server programto run at system startup
using the Microsoft Scheduled Task feature.

This is done from Start->Programs->A ccessories->System Tools-> Scheduled Tasks.

Configure a Scheduled task to run the EMail Server ‘When my Computer Starts'.

Tech Tip: Check the Scheduled Task Advanced properties and de-select the default
option to Stop the Program if it runs for more than 72 hours.

Alternately other third party utilities can schedule this program to run such as
Firedaemon.
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Step 5. Configuring LDAP (optional )

There are two .Biz Integrations using LDAP.

1: LDAP Authentication — use your network password to log into .Biz
2: Contact Info viaLDAP — retrieve in real-time Contact Information via LDAP.

How a LoginID is Authenticated using LDAP:

There are several validation points which occur in sequence when a user logs in. Here are
the steps:

1: Check LoginlD and Password against the Agents table

a If Found, log them in as Agent, with their group(s) permissions.

b. If LoginlD found, but password incorrect, check against AD.

c. If Password correct in AD, log them in as Agent with their group(s)
permissions.

2: If not in Agents table, check against the Contact table

a If LoginID and Password found, log them in as a Contact with the Contact
groups permissions.

b. 1f LoginlD found, but password Incorrect, check against AD

c. if password correct, log them in as a Contact.

3: If not found in Agents or Contact table, check against Active Directory.

a If found, log them in with credentials of the LDAP Login Type setting on the
.Biz settings, which is as a member of either the Agent or Contact group.

4: 1If not found in Agents, Contact or Active Directory - Login fails.

So to just manage passwords for Agents, to have them the same in AD aswell as .Biz,
some customers do create Agent accounts that they assign to different Groups (agents,
admins) within .Biz, and the system will automatically check AD for the password if the
LDAP Login Typeis 'Agents.
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1: Configuring .Biz LDAP Authentication

1. Go to the Administrator Console, and in the System Administration section, click
on '.Biz Settings.

2. Change the ‘LDAP Authentication’ from Disabled to Enabled.

3. Sedect the LDAP Login Type as either Agent or Contact. If a user is only
authenticated in Active Directory, this is the Role they will log in as.

4. Enter the LDAP Naming Context or your Active Directory Server name. Leave
blank for the default AD Server.

5. Click on ‘Modify Settings, logout and log in using your network userid and

password.

Tech Tip: We have utilities on our downloads page to assist in getting your LDAP
Naming context.
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2. Configuring .Biz toread Contact Information via LDAP

1: Go to the Administrator Console, and in the System Administration section, click
on ".Biz Settings.

2; Change the 'Contact info via LDAP from Disabled to Enabled, and click on
'‘Modify Settings.

6. Go back to the Administrator Console, and you will now see a new link 'LDAP
Settings, click on this. Thiswill redirect you to the following page

tain Conzole...
relustry
MET IT: Administrator Conzole. .

Help...

LDAP Settings for retrieving Contact Information

LDAP Source Descrption |Active Directary Enter a Description of the Data source

LDAP Server |Y§ur.§cting irectonServer 390 Enter the name of the LDAP Seper

LDAP User [ ouD omaintdministator Entera Domain login to uge as the LOAP Liser

Enter the LDAP User Password. Enter a space
for no Password.

LDAP User Password

Corfimation Fassword
Mol Seltings Delete LDAP Sating | o | 1ic | | Logowt |

LDAP Source Description LDAFP Server

1S Exchange YourExchangeServer 389 “ourb omainAdrministrator

<< Prev Page  Mest Page s>

7. Enter your LDAP Server name, ak.a. your Active Directory Server. Enter the
UserlD and Password of a user that has read permissions to Active Directory.

Save those settings.

8. Now create a new Incident, and in the right menu above the ‘Logout’ button you
will now see ‘Contact Info via LDAP This will now re-direct you to
LDAPContact.aspx instead of Contact.aspx. Click on 'Search’, and it should return
Contact information from your LDAP source. You can enter text into any field,
and click search and it will use that to rarrow it down.
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Once you have found the Contact you are interested in, highlight it, and then click on
'Select Contact for Incident’, and it will bring the information over from AD to the
Incident.aspx page.

We have autility up on our downloads page that will help you get your LDAP Settings

correct. If you have problems, please go to our Downlaods page and try the 'LDAP
Utility to get and verify your settings' at:

http://www.easyac cess.biz/start/Downloads.htm

Modifying L DAP Sattings

1. From the Administrators Console, click on the LDAP Settings link.

2. Click on the LDAP Source Description to pull up arecord.
3. Modify any field.

4. Click on the Modify Settings button.

Deleting LDAP Settings

1. From the Administrators Console, click on the LDAP Settings link.

N

Click on the LDAP Source Description to pull up arecord.

w

Click on the LDAP Settings.

>

Click on the Y es button to confirm the deletion.
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Troubleshooting

Error: Server Error in '/Biz' Application.

The actual error message is.

A potentially dangerous Request.Form value was detected fromthe client
(Wor kl ogEnt ry="<! DOCTYPE HTM. PUBLI...").

Description: Request Validation has detected a potentially dangerous
client input value, and processing of the request has been aborted.
This value may indicate an attenpt to conprom se the security of your
application, such as a cross-site scripting attack. You can disable
request validation by setting validateRequest=false in the Page
directive or in the configuration section. However, it is strongly
reconmended that your application explicitly check all inputs in this
case.

Solution: This a Server-wide security setting that can be changed from the
Machine.config file.

To fix thisyou need to charge the' val i dat eRequest ="true" 'to
'val i dat eRequest ="f al se"’ inthe Machine.config file on the web server. This
fileistypicaly located in

C:\W NNT\ M cr osof t. NET\ Fr amewor k\ v1. 1. 4322\ Confi g.
This will alow you paste HTML into EasyAccess. You will have to do an IISRESET in

order to pick up the change to the Machine.config file.

Error: Cannot Create Active X Component

This means the COM+ Server cannot run, or ‘Instantiate’. The most common problem
is the configured Identity for the COM+ Server. Please see the section ‘ Configuring
COM+ Server Identity’ earlier in this document.

Tech Tip:

Download the test.vbs script from the utilities section on our website,
www.easyaccess.biz and run it on the COM+ server. It will provide additional detailed
error messages to narrow down the problem. Invalid credentials would imply that the
user or password is incorrect.
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Running .Biz using | mper sonation:

By default the .Biz web application runs under the Identity of the user ASPNET. If you
need to changes this, you will need to enable Impersonation.

In the install directory for the web application there is afile called web.config. By
default, it would be contained in c\inetpub\wwwroot\Biz.

= | Command Prompt

G InetpubswrootsBiz >

C:wInetpubs~wmrootsBiz>dir web.config
Jolume in drive C hasz no label.
Uolume Serial Number iz DEBAF-67AZ2

Dirvectory of C:sInetpubswmrootsBiz

B5-18-2006 11:18a 4.633 Web.config
1 File<s>» 4,633 hytes
A Dirdis? 5.775,.814.912 hytes free

uhswyywroot~Biz >

Check thisfile for the line impersonate and update with the user information. To turn off
impersonate, set it to = “false’.

<identity inpersonate="true" userName="Donmai nNane\ User Nane"

passwor d="Cl ear Text Password" />

NOTE: Changes made to thisfile will not take effect until 1S has been restarted. A
restart of 11Swill impact all web applications!
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.Biz Problem Determination Techniques:

If you run into a problem, here are the steps we use to help resolve the issue:
Enable .Biz Debugging:
To enable .Biz Debugging, do the following steps.

Login as an Administrator

Click on the Administrators button.

Click on .Biz Settings

Click on True for Debugging

Click on Modify Settings.

Log in a the Web Server itself and re-create the error.

Read the error message in the browser carefully, as it often lists the problem and
it's solution.

If dl elsefails, e-mail us a screen snapshot of the error from the Web Server.

NoogkrwdpE

©

<3 Settings - Microsoft Internet Explorer E@@
";l

File Edit ‘“ew Favorites. Tools Help

@Back = igd |ﬂ |ﬂ ;". /- Search ':f_l‘j\'--Fa\.-'Drites {2‘ , 3> 9_ 12 = _. ﬂ \ii

Adaress i%;E:}f}l;alﬁ;t,l’resolve,l’Settings.aspx b ! LeTa] Links * | Norton-Antiirus Q -
LDAF Login Type E_,{.\ggnt X v! Specify the tupe-of login when authenticated using LD.t’-‘_«F'. A
LDAR Naming Context [ Disabled || Eviter the LOAP Maming Cartsst: Blank for ekl
Contact |Afo via LDAP it_)_i_sla_l_:_lie_d :_t; Retrieve: Contact information from Active Directory or M5 Exchanges using LDAP
Attachment INC Path E_\_\Ll\u‘\Attachments | Enter the UNE pathy where the attachmentz will be stored,

Attachment URL ihttp: Awnenn Y ourServer. com/Atachments | Enter the URL where Attachments are stored
Report Path c Sinetpubbusrootibroadlaneimssgl | Enter the directory whete the Reports ars stored
Repart Server Mame |LI‘«II | Enter the Mame of the Report Server

Report Login D -sa | Enter the Report Database Login 1D

Enter the Report Database Login 0 Password,

Repart Login 1D Pagzsword | |Er’1ter a space far o password,

Help Documentation URL v TourS erver. com/Help | Enter the URL where Help Documertation Files are stored,
Help Documentation Path !_httpi o YourServer. com/Help | Enter the UNC where Help Documentation Filss are stored,
D.Eb_U_Q'D'an [Trae w | ByEnabling Debunging, erars wil be displayed in the Browser from the Server,
“w/eb S ubmissior: ’7\4 Enable Web Submission g0 anyone can Submit Incidents wia WebSubmit asps
. v
< | >
E] Dorme S Local intranet

Tech Tip: Don't forget to turn off Debugging when you are done!
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Reviewthe EAError.log file:

To view errors that may be occurring between the COM+ Server and the database, check
the EAError.log file which islocated in Program Files->ComPlus Applications ->
EasyAccess .hiz.

EN EasyAccess.biz =10] %]

File Edit Wiew Faworites Tools Help ﬁ

‘= Back « = - | @Search L Folders @ | % 02 = =& | Ed

Address | Easwvaccess.biz j o
Falders x . .
=1 Pragram Files ;I
{:I 3715tudios HErrnr Easyaccess.dl
{:I Accessaries
-] Adabe

{:I Analog Devices
{:I AR, Syskem

i 1 AT&T Met Client

----- {1 ATET Network Client %
""" {:I ATET Metwork Client Instal
l - AVYMEDIA

{:I Canon

i {1 Comman Files

El {:I ZomPlus Applications

- bty Easy.ﬁ.ccess biz
ey A

|T3.-'|:ue: Text Document Size: 254 bytes |254 brytes |@ My Compuker o

Thisis a straight text file that lists any errors with our COM+ Server calls, and the SQL
Statement that failed. Take note of the timestamp to correlate the errors.

One error may be caused by a previous error. Please review al errors within the same

time period to determine the root cause of the error.

Error: Server Error in .Biz - Parser Error. Could not load type
'EasyAccessBiz.Global'.

Solution: If you have both versions of ASP.NET installed on your Web Server, we will
need to make .Biz use ASP.NET 1.1.4322

1. GotollSManager

2. Navigate down through the default website
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3. Right Mouse click on the Virtual Directory that .Biz was installed under
4. Click on Properties
5. Goto ASP.NET tab and select version 1.1.4322

Error: /Program Files/EasyAccess/EasyAccess.mdf is not on correct
device location.

Solution: Thisnormally occursif this directory path does not exist on the database
server. Either create this directory path, or select an existing directory path on the
database server. Also confirm that there is read/write permission to this directory path.

Error: Install of Web Application cancels out.

Solution: Theinstall of the Web Application can be interrupted if 11Sis not installed on
the Web Application Server.

Error: Problems connecting to the Database.

Solution: If thereis a problem with the EasyAccess COM+ Server connecting to the
database. First check the EasyAccess.ini. To find out where thisis located run the
following:

C \> set systenroot
This will point to the system root i.e.:
Syst enr oot =c:\ wi nnt

This is where the EasyAccess.ini file will be located by default. The EasyAccess.ini file
will contain the connect string for the database. The Datasource isthe DB server. If
you are running with an Access database instead of MSSQL, then this file will indicate
where the .mdb file is located.

If the password has changed for the database user, then the EasyAccess.ini file needs to
be updated with the correct password. To update this file, go to Start -> Program Files ->
EasyAccess .Biz -> .Biz Database Install Program.
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EasyAccess biz Database Install

Pleaze Enterthe S erver Name: {kOsMO

Fleaze enter the Database {za
Uzend that Easwdcoess will use!

Pleaze enter the pazsward: | i

Path and Fileriame of the .mdf | C:\Progra Files\E aspbocessiE aspticcess mdf
mdf initial size (b} [0
rvdf rrras gize [mb) IE.D_
Path and Fileriame of the-.Idf | C:\Progra FileshE aspdccessSE aspbocess Idf
Idf initial zize fmb] |-||:|_
Idl b 2 size [rmb) I5|:|—

Pleaze enterdttachmant LINC: [\\KDSMOMAtachments

Databaze Mame iEag_lrl,&,ccess

Please enter attachimiznt Directory: | C:\Program Filss\E aspticcasshdttachments

Create if tHa__l,i do't exist? v
Import Sample Data? W

Create Easwicoess biz Database and Tables

Diop Easydcoess biz Databaze

parade frar EasydcocessHelpliesk MET 2008 to Easviccess biz

Update Easpticoessini with new Login and Password information

Progresz...

Enter in the new password for the database user and press the ‘ Update EasyAccess.ini file
with new Login and Password information’ button.
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